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"[Llike a Tupperware party for learning crypto"
- Cory Doctorow
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Uber die Veranstaltung

* Weltweite Bewegung

Chaos Computer Club Minchen e.V. pc?

Forum Informatikerinnen fur Frieden und
gesellschaftliche Verantwortung

FIfF Forum

ﬁ@;} f'/:% Informatikerinnen
w’@:ﬁ%ﬁ%" fl'lrdl:"esctle(leln haftliche
)jijlg und gesellschaftlic

NS Verantwortung



Format

 Prasentation
 Pause
* Praxisteil in Kleingruppen



Vorwort

* Organisiert von Freiwilligen
* 100% Sicherheit gibt es nicht
* Digitaler Raum verandert sich standig



Vor wem schitzen?

e Kleinkriminelle

* [nternet-Konzerne

* Massenuberwachung
* "Datenpannen’



Welche Gefahren bleiben?

» Gezielte Angriffe
e Geheimdienste



Grundlagen



Vertrauen

 Wem vertraut ihr im analogen Leben?
- Familie
— Nachbarn
- Bank



Vertrauen

» Selbe Frage wichtig im digitalen Leben
- Absender einer E-Mail
- E-Mail App
— Hersteller des Betriebssystems
— Hersteller des Handys



Wem sollte man vertrauen?

* Immer eine Abwagung
* Fragen konnen helfen:
- Motivation (Geschaftsmodell)
- Was vertraue ich an (welche Daten)



Wert der Daten

» Angriff lohnt sich nur, wenn Wert >
Kosten

« ABER: Wert wird oft unterschatzt

» Telefonbuch gibt viel preis

» Urlaubsfotos, wenn sie plotzlich
verschliusselt sind

' Wana DecryptOr

'What Happened to My Computer?
'Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on -
Y Can I Recover My Files?

51572017 16:32:52 Sure, We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left 'You can decrypt some of your files for free. Try now by clicking <Decrypt=.
But if you want to decrypt all your files, you need to pay.

'You only have 3 days to submit the payment. After that the price will be doubled.
|Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

(We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?
SMI2017 16:32:52 Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

IAnd send the correct amount to the address specified in this window.

|After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

. T _

e Left

. N Send $300 worth of bitcoin to this address:
bitcoin
ACCEPTED HERE PTAABISjrE SMw

Contact Us

Bild: 255 |CCBY-SA4.0


https://commons.wikimedia.org/wiki/File:%EA%B0%90%EC%97%BC%EC%82%AC%EC%A7%84.png
https://creativecommons.org/licenses/by-sa/4.0/deed.en

Metadaten

Machen Dienste technisch moglich

Konnen nicht verschlusselt werden

Konnen nur schwer verschleiert werden

ABER konnen evtl. vermieden werden



Metadaten

E-Mail: Absender, Empfanger, Betreff (1)
Telefon: Einzelverbindungsnachweis

Foto: Aufnahmedatum, -ort, Kameramodell

Handy: Funkzelle



Metadaten

* Besonders in groReren Mengen
problematisch

- Funkzelle = Bewegungsprofil

— Zeit, Dauer des Gesprachs — Art von
Beziehung



Verschllsselung

Bild:


https://commons.wikimedia.org/wiki/File:Public_key_encryption_keys.svg
https://creativecommons.org/licenses/by-sa/3.0

Verschllsselung




Verschliisselung

— T

Bild: EFF | CC BY 3.0 US
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https://creativecommons.org/licenses/by/3.0/us/

Verschlisselung
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Verschliisselung

—

./c-—v\\’?
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—

Problem: Wie einigt man sich auf einen Schlissel?

Bild: EFF | CC BY 3.0 US
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Asymmetrische Kryptographie

8|
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private key

Bild: EFF | CC BY 3.0 US


https://ssd.eff.org/module/key-concepts-encryption
https://creativecommons.org/licenses/by/3.0/us/

Asymmetrische Kryptographie

* Verschlusselung
— Public Key verschlusselt
— Private Key entschlusselt

e Signatur
— Private Key signiert
— Public Key bestatigt Signatur



Asymmetrische Kryptographie

a)

public ‘o~
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Asymmetrische Kryptographie



https://ssd.eff.org/module/deep-dive-end-end-encryption-how-do-public-key-encryption-systems-work
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Asymmetrische Kryptographie

Bild: EFF | CC BY 3.0 US


https://ssd.eff.org/module/deep-dive-end-end-encryption-how-do-public-key-encryption-systems-work
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Sichere
E-Mail Kommunikation



E-Mail

example.com
Mailserver

alice@example.com

example.org
Mailserver

bob@example.org



E-Mail

* Vertraulichkeit: Alles in Klartext
 Integritat: Inhalt kann manipuliert werden
* Authentizitat: Absender kann gefalscht sein

Verschlusselung und Signatur nutzen!



Verschlusselung

alice@example.com bob@example.org



Signatur

example.org
Mailserver

example.com
Mailserver

£3 Uncertain Digital Signature

This message contains a digital signature, but it is uncertain if it is
correct. To verify the signature, you need to obtain a copy of the
sender's public key.

alice@example.com bob@example.org



Asymmetrische Kryptographie

D

TO RECIPIENT - = TO RECIPIENT

Bild: EFF | CC BY 3.0 US


https://ssd.eff.org/module/key-concepts-encryption
https://creativecommons.org/licenses/by/3.0/us/

OpenPGP

* Dezentraler Vertrauensansatz
- Jeder legt fest, wem er vertraut
* Schlissel mussen ausgetauscht werden:
— Personliches Treffen, Telefonat
— Mehrere Online-Quellen



Passworter



Gefahren

* Anbietern werden Datenbanken geklaut

— Fur jeden Dienst andere Zugange
verwenden

» Angreifer probieren Zugangsdaten aus
— Starke Passworter verwenden



Have | Been Pwned?

Breaches you were pwned in

A "breach" is an incident where data has been unintentionally exposed to the public. Using the 1Password password
manager helps you ensure all your passwords are strong and unique such that a breach of one service doesn't put your
other services at risk.

Gravatar: In October 2020, a security researcher published a technique for scraping large volumes of
data from Gravatar, the service for providing globally unique avatars . 167 million names, usernames
and MD5 hashes of email addresses used to reference users' avatars were subsequently scraped and
distributed within the hacking community. 114 million of the MD5 hashes were cracked and
distributed alongside the source hash, thus disclosing the original email address and accompanying
data. Following the impacted email addresses being searchable in HIBP, Gravatar release an FAQ
detailing the incident.

Compromised data: Email addresses, Names, Usernames

MGM Resorts (2022 Update): In July 2019, MGM Resorts discovered a data breach of one of their
cloud services. The breach included 10.6M guest records with 3.1M unique email addresses
stemming back to 2017. In May 2022, a superset of the data totalling almost 25M unique email
addresses across 142M rows was extensively shared on Telegram. On analysis, it's highly likely the
data stems from the same incident with 142M records having been discovered for sale on a dark web
marketplace in mid-2020. The exposed data included email and physical addresses, names, phone
numbers and dates of birth.

Compromised data: Dates of birth, Email addresses, Names, Phone numbers, Physical addresses

https://haveibeenpwned.com/


https://haveibeenpwned.com/

Gefahren

* Besonders wichtig: E-Mail Account
— Wird flur “Passwort vergessen” genutzt

e Starke Passworter + uberall unterschiedlich
— Unmoglich alle zu merken



Passwort-Manager

Cryptoparty - KeePassXC

 Verschlusselte Passwort-
Datenbank

Use URL
Shops B3 Pac example+pad@gmail.c... https://mu
) H a't ei n e n M a S'te r_SC h I U SS eI wki  muccc wiki@anonweb.de https://wil
mu

« Kann sichere Passworter
generieren

* Risiko: Alle Passworter an B -
einer Stelle




Sichere Passworter

* Einige Passworter solltet ihr kennen

- Master-Passwort fur Passwort
Datenbank

- Passwort fiir E-Mail Account



Passphrase

correct horse batterg staple

.'____
DoCcoog E"_‘D':IDEI |J:|'_‘I'"_‘1] E”]l“ 100
Ooooo Ooood Oooooo ooooo

" oo

COMMON WORDS

T oo @ ~28 BITS OF ENTROPY | | \JAS T monEmE? Ny
ORDER gogooang TROUBADOR, AND ONE
(Now GIBGEREH) . THE Os WS A ZERQ?
UNKNOWN - - ?
BASE WORD , ooo l .
‘ il m?sw%- AND THERE WAS
= SOME SYMBOL...
TrQub4dor &3 1000 GUESSES /sec
T TOT Y (pavse ol o e
CPLPSP GJHHM N{MERHL ::rau s n\sm % NOT WHAT THE
o SEmToNs g$f a;m ;mm“ DIFFICULTY TO REMEMBER
Hod IFFICOLTY T0 GUESS: IFF1 :
mm%ﬁn%&ﬁsw Pu?’.][ 1UEICN EAS\{ H HRD
15 (LY ONE OF A FEW CoMmpn FORMATS)
~ Y4 BITS OF ENTROPY
ooooOoodgoooo
oooOogoooooon

oooooonooooao
ooooooooooo
oy
2"'=5%0 YEARS AT
1000 GUESSES/SeC

HARD

DIFRcOLTY T0 GUESS:

YOUVE ALREADY

DIFFICULTY TO REMEMBER:

MEMORZED IT

THROUGH 20 YEARS O EFFORT, WEVE SUCCESSFULLY TRAINED

EVERYONE TD USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GQUESS,

Bild: XKCD | CC BY-NC 2.5


https://xkcd.com/936/
https://creativecommons.org/licenses/by-nc/2.5/

Passphrase

KeePassXC

Database Entries Groups Tools View Help

6 0O %

Password Passphrase

Word Count:
Word Separator:

Word Case: Title Case




Zwei-Faktor Authentifizierung

« Etwas wissen + etwas haben
e Guter Zusatzschutz vor Passwortklau

* Sollte moglichst getrennt vom Passwort
liegen



Messenger



Netzwerkeffekt

* Wer benutzt
- WhatsApp
- Signal
- Telegram
- Threema



Netzwerkeffekt

* Mitmachen heil3t oft Kompromisse machen
* Wichtig: konkrete Risiken verstehen

* Messenger sind im Detail sehr
unterschiedlich



Schwache Verschliisselung

* Nicht Uberall wird verschlusselt
* Werkzeuge unterschiedlich gut
* Crypto selbst unterschiedlich gut

Secret chats:
- Use end-to-end encryption

- Leave no trace on our servers
- Have a self-destruct timer
- Do not allow forwarding




® O [E2)23:35

Backups

* Liegen oft in der Cloud
e Teilweise im Klartext! O

Restore a backup

To find and restore your backup
from Google Drive, allow
WhatsApp to access your
contacts, photos and other media.




Metadaten

« Kann man nicht verschliisseln
 Aber vermeiden
 Geschaftsmodelle betrachten



Telefonbuch

* Messenger laden eure Kontakte
in die Cloud

* Gibt euer ganzes Netzwerk T “Whatsapp® Would Like to

start Access Your Contacts

re I S Upload your contacts to WhatsApp's
servers to help you quickly get in touch

with your friends and help us provide a
better experience.

Don't Allow OK




SchutzmafRnahmen

* Berechtigungen entziehen

— Zugriff auf Telefonbuch verhindern
» Schlussel verifizieren
* Bewusst Vertrauen abwagen



Fragen? Anmerkungen?



Praxisteil
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